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AN ACT concerni ng personal information.

Be it enacted by the People of the State of |Illinois,

represented in the General Assenbly:

Section 1. Short title. This Act may be cited as the

Personal Information Protection Act.

Section 5. Credit report security alert.

(a) A consuner may elect to place a security alert in
his or her credit report by making a request in witing or by
t el ephone to a consuner credit reporting agency.

(b) A consuner credit reporting agency shall notify each
person requesting consunmer credit information with respect to
a consunmer of the existence of a security alert in the credit
report of that consumer, regardless of whether a full credit
report, credit score, or summary report is requested.

(c) A consuner credit reporting agency shall maintain a
toll-free telephone nunber to accept security alert requests
fromconsuners 24 hours a day, 7 days a week.

(d) The toll-free tel ephone nunber shall be included in
any witten disclosure by a consuner credit reporting agency
to any consuner pursuant to Section 20 and shall be printed
in a clear and conspi cuous nanner.

(e) A consuner credit reporting agency shall place a
security alert on a consuner's credit report no later than 72
hours after receiving a request fromthe consuner.

(f) The security alert shall remain in place for at
| east 90 days, and a consuner shall have the right to request

a renewal of the security alert.

Section 10. Credit report security freeze.
(a) A consuner may elect to place a security freeze on

his or her credit report by nmaking a request in witing to a
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consuner credit reporting agency. Wien a security freeze is
in place, information froma consuner's credit report may not
be released to a third party wi t hout prior expr ess
aut hori zation fromthe consuner.

(b) A consuner credit reporting agency shall place a
security freeze on a consuner's credit report no later than
72 hours after receiving a witten request fromthe consuner.

(c) The consunmer «credit reporting agency shall send a
witten confirmation of the security freeze to the consuner
within 10 days after receiving the request and shall provide
the consunmer with a uni que personal identification nunber or
password to be used by the consuner when providing
authorization for the release of his or her credit for a
speci fi c purpose.

(d) If the consuner w shes to allow his or her credit
report to be accessed for a specific purpose while a freeze
is in place, he or she shall contact the credit reporting
agency and provide all of the foll ow ng:

(1) Proper i dentification, as defi ned in

subdi vision (c) of Section 20.

(2) The unique personal identification nunber or
password provided by the credit reporting agency pursuant

to subsection (c).

(3) The proper information regarding the third
party who is to receive the credit report.

(e) If a consumer requests a security freeze, the
consuner credit reporting agency shall disclose the process
of placing and lifting a freeze and the process for allow ng
access to information fromthe consuner's credit report for a
specific purpose while the freeze is in place.

(f) A security freeze shall remain in place wuntil the
consuner requests in witing that the security freeze be
removed. A consuner credit reporting agency shall renove a

security freeze wthin 72 hours of receiving a request for
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removal in witing fromthe consuner.

(g) A consuner credit reporting agency shall require
proper identification, as defined in subsection (c) of
Section 20, of the person making a request to place or renove
a security freeze.

(h) The provisions of this Section shall not apply to
the use of a consuner report by any of the foll ow ng:

(1) A person or entity, or a subsidiary, affiliate,

or agent of that person or entity, or an assignee of a

financial obligation owing by the consuner to that person

or entity, wth which the consuner has or had prior to
assignnent an account or contract, or to whom the
consuner issued a negotiable instrunment, for the purposes
of reviewing the account or collecting the financial
obligation owi ng for the account, contract, or negotiable
instrunment. For purposes of this paragraph, "review ng
the account" includes activities related to account
mai nt enance, nonitoring, credit Iline increases, and
account upgrades and enhancenents.

(2) A law enforcenent agency acting pursuant to a
court order, warrant, or subpoena.

(3) A child support agency acting pursuant to the

II'linois Public Ad Code or Title IV-D of the Soci al

Security Act (42 U S.C. et seq.).

(4) The Departnent of Revenue or the Internal

Revenue Service, or their agents or assigns, acting to

i nvestigate or collect delingquent taxes.

(5) The wuse of credit information for the purposes
of prescreening as provided for by the federal Fair

Credit Reporting Act.

Section 15. Mdification of information; notice. If a
security alert or security freeze is in place, a consuner

credit reporting agency shall not nodify any of the foll ow ng
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information in a consuner credit report wthout sending a
witten confirmation of the change to the consuner: |ast
name, date of Dbirth, age, Social Security nunber, address,
and t el ephone nunber.

In the case of an addr ess change, t he witten
confirmation shall be sent to both the new address and to the

f or mer addr ess.

Section 20. Disclosure of credit information.

(a) A consumer credit reporting agency shall supply
files and credit report information during normal business
hours and on reasonable notice. A consunmer has the right to
request and receive all of the foll ow ng:

(1) Either a decoded witten version of the file or
a witten copy of the file, including all information in
the file at the tine of the request, wth an expl anation
of any code used.

(2) A credit score for the consuner, the Kkey
factors, and the related information.

(3) Arecord of all inquiries, by recipient, which
result in the provision of information concerning the
consuner in connection with a credit transaction that 1is
not initiated by the consuner and which were received by
the consuner credit reporting agency in the 12-nonth
period imediately preceding the request for disclosure
under this Section.

(4) The recipients, including end wusers, of any
consuner credit report on the consuner which the consuner
credit reporting agency has furnished:

(A) for enploynent purposes within the 2-year
period preceding the request; or

(B) for any other purpose within the 12-nonth
period precedi ng the request.

Identification for purposes of this subsection shal
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i nclude the name of the recipient or, if applicable, the

fictitious business nanme wunder which the recipient does

busi ness disclosed in full. If requested by the consuner, the
identification shall also include the address of t he
recipient.

(b) Files maintained on a consuner shall be disclosed
pronmptly as foll ows:

(1) In person, at the location where the consuner
credit reporting agency maintains the trained personnel
requi red by subsection (d), if he or she appears in
person and furni shes proper identification.

(2) By mil, if the consunmer makes a witten
request with proper identification for a copy of the file
or a decoded witten version of that file to be sent to
the consuner at a specified address. A disclosure
pursuant to this paragraph shall be deposited in the
United States mail, postage prepaid, wthin 5 business
days after the consunmer's witten request for the
di sclosure is received by the consuner <credit reporting
agency. Consuner credit reporting agencies conplying with
requests for mailings under this Section shall not be
liable for disclosures to third parties caused by
m shandl ing of mail after the mailings | eave the consuner

reporting agencies.

(3) A summary of all information contained in files
on a consuner shall be provided by telephone, if the
consuner has nmade a witten request, W th pr oper

identification for tel ephone discl osure.

(4) Information in a consuner's file required to be
provided in witing under this Section my also be
di sclosed in another formif authorized by the consuner
and if available from the consuner credit reporting
agency. For this purpose a consuner may request

disclosure in person, by telephone upon disclosure of
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proper identification by the consuner, by electronic

means if available from the consumer credit reporting

agency, or by any other reasonable neans that IS
avai l able fromthe consuner credit reporting agency.

(c) "Proper identification," as used in subsection (b)
means that information generally deened sufficient to
identify a person. Only if the consuner is wunable to
reasonably identify hinmself or herself nmay a consuner credit
reporting agency require additional information concerning
the consuner's enploynent and personal or famly history in
order to verify his or her identity.

(d) The consuner credit reporting agency shall provide
trained personnel to explain to the consunmer any information
furnished to himor her.

(e) The consuner shall be permtted to be acconpani ed by
one ot her person of his or her choosing, who shall furnish
reasonabl e identification. A consuner credit reporting agency
may require the consunmer to furnish a witten statenent
granting perm ssion to the consuner credit reporting agency
to discuss the consuner's file in that person's presence.

(f) Any witten di scl osure by a consunmer credit
reporting agency to any consuner pursuant to this Section
shall include a witten summary of all rights the consuner
has under this Act and in the case of a consuner credit
reporting agency that conpiles and nmai ntai ns consuner credit
reports on a nationw de basis, a toll-free tel ephone nunber
that the consunmer can use to conmunicate with the consuner
credit reporting agency. The witten summary of rights
required under this Act is sufficient if in substantially the
followng form

"You have a right to obtain a copy of your <credit file
froma consunmer credit reporting agency. You may be charged a
reasonabl e fee not exceeding $8. There is no fee, however, if

you have been turned down for credit, enploynent, insurance,
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or a rental dwelling because of information in your <credit
report within the preceding 60 days. The consuner credit
reporting agency nust provide sonmeone to help you interpret
the information in your credit file.

You have a right to dispute inaccurate information by
contacting the consumer credit reporting agency directly.
However, neither you nor any credit repair conpany or credit
service organi zation has the right to have accurate, current,
and verifiable information renoved fromyour credit report.
Under the federal Fair Credit Reporting Act, the consuner
credit reporting agency nust renpve accurate, negative
information fromyour report only if it is over 7 years old.
Bankruptcy information can be reported for 10 years.

| f you have notified a credit reporting agency in witing
that you dispute the accuracy of information in your file,
the consuner credit reporting agency nust then, within 30
busi ness days, reinvestigate and nodify or renove inaccurate
information. The consunmer credit reporting agency may not
charge a fee for this service. Any pertinent information and
copies of all docunents you have concerning an error shoul d
be given to the consuner credit reporting agency.

I f reinvestigation does not resolve the dispute to your
satisfaction, you may send a brief statenent to the consuner
credit reporting agency to keep in your file explaining why
you think the record is inaccurate. The consuner credit
reporting agency nust include your statenent about disputed
information in a report it issues about you.

You have a right to receive a record of all inquiries
relating to a credit transaction initiated in 12 nonths
pr ecedi ng your request. This record shall include the
reci pients of any consuner credit report.

You nmay request in witing that the information contained
in your file not be provided to a third party for marketing

pur poses.
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You have a right to place a "security alert” in your
credit report, which wll war n anyone  who receives
information in your credit report that your identity may have
been wused w thout your consent and verification of identity
is advised. A security alert may be requested by calling the
followng toll-free nunber: (Insert applicable toll-free
nunber) .

You have a right to place a "security freeze" on your
credit report, which wll prohibit a consuner credit
reporting agency from releasing any information in your
credit report without your express authorization. A security
freeze nust be requested in witing and nmay delay or
interfere with the approval of any application you file for a
new loan, <credit, insurance, or service. Wen you place a
security freeze on your credit report, you will be provided a
personal identification nunber or password to wuse if you
choose to authorize the release of your credit report for a
specific purpose after the freeze is in place. To provide
that authorization you nust contact the consuner credit
reporting agency and provide all of the foll ow ng:

(1) The personal identification nunber or password.

(2) Proper identification to verify your identity.

(3) The proper information regarding the third
party who is to receive the credit report.

A security freeze does not apply to a person or entity,
or its affiliates, or collection agencies acting on behalf
the person or entity, wth which you have an existing
account, that requests information in your credit report for
the purposes of reviewing or collecting t he account .
Revi ewi ng the account includes activities related to account
mai nt enance, nonitoring, credit line increases, and account
upgr ades and enhancenents.

You have a right to bring civil action agai nst anyone,

i ncluding a consuner credit reporting agency, who inproperly
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obtains access to a file, knowingly or willfully m suses file

data, or fails to correct inaccurate file data."

Section 25. Confidentiality of social security nunbers.

(a) A person or entity or State or |ocal agency shal
not do any of the follow ng:

(1) Publicly post or display in any nmanner an
i ndi vidual's Social Security nunber.

(2) Print an individual's Social Security nunber on
any card required for the individual to access products
or services provided by the person, entity, or State or
| ocal agency.

(3) Require an individual to transmt his or her
Social Security nunber over the Internet unless the
connection is secure or the Social Security nunber is
encrypt ed.

(4) Require an individual to use his or her Soci al
Security nunber to access an Internet website, unless a
password or uni que personal identification nunber is also
required to access the website.

(5 Print an individual's Social Security nunber on
any materials that are miiled to the individual, unless
State or federal law requires the Social Security nunber
to be on the docunent to be mailed. Notwithstanding this
provision, applications and fornms sent by mail my
i ncl ude Social Security nunbers.

(b) Except as provided in subsection (c), subsection (a)
applies only to the wuse of Social Security nunbers on or
after July 1, 2003.

(c) Notw thstandi ng any ot her provision of |aw, a person
or entity or State or |ocal agency that has wused, prior to
July 1, 2003, an individual's Social Security nunber in a
manner inconsistent with subsection (a), may continue using

that individual's Social Security nunmber in that manner on or
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after July 1, 2003, if all of the following conditions are
met :

(1) The wuse of the Social Security nunber is
continuous. If the wuse is stopped for any reason,
subsection (a) shall apply.

(2) The i ndi vi dual IS provi ded an annual
di scl osure, commencing in the year 2004, that infornms the
individual that he or she has the right to stop the use
of his or her Social Security nunmber in a manner
prohi bited by subsection (a).

(3) Awitten request by an individual to stop the
use of his or her Social Security nunber in a manner
prohi bited by subsection (a) shall be inplenented wthin
30 days after the receipt of the request. There shall be
no fee or charge for inplenenting the request.

(4) A person or entity or State or local agency
shall not deny services to an individual because the
i ndi vidual makes a witten request pursuant to this
subsecti on.

(d) This Section shall not prevent a State or | ocal
agency fromusing a Social Security nunber for internal
verification and adm nistrative purposes, providing that the
use does not result in, or require the release of, the Soci al
Security nunber to persons not designated by the public
agency to perform associ ated functions authorized by | aw.

(e) This Section shall becone inoperative with respect
to a provider of health care, a health care service plan, or
a licensed health care professional on and after the date a
federal law takes effect requiring the United St at es
Departnent of Health and Human Services to establish a

national unique patient health identifier program
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